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Introduction 
 
Since the shift from nomadic life to aggregation in clusters  or cities humanity has faced 

epidemics. It is the cluster of people that provides the fertile environment for viruses to 

jump from one host to the next generating an epidemic. The geographical distance among 

clusters is a barrier to the spread of the epidemics ; traveling from one locale to another 

was the only way to conti nue the spread . In the past, as shown in  Figure 1, the epidemics 

spread along the commerce, maritime , and land pathways. Travel was slow and sporadic 

so an epidemic took years to become a pandemic.  

Today we have both bigger clusters (megacities and cities that on average are much 

bigger than the ones of the past) and m uch faster and denser  traffic among clusters. This 

fuels both epidemics and pandemics.  

Luckily, today there are much better tools to fight the effect of viruses , however, there are 

some limitations, especially considering fast -moving pandemics such as the 2019 -2020 

Coronavirus. Particularly, fighting viruses requires  vaccin ation which  takes time to develop 

for novel viruses , such as the Coronavirus that jumped from animals, possibly bats, to 

humans. Additionally , these tools come in limited supply , and ther efore it is of paramount 

importance to detect the potential insurgence of epidemics as soon as possible and delay 

the spreading.  

The graphic presented was created based on historical information of actual contagion and 

would not have been useful to people at that time. There is a need  to draw such a graphic 

in real time and to be able to predict its evolution. Today there are tools based on data 

harvested from various sources interpreted through epidemic models (taking into account 

the ways contagion happen s and its diffusion speed) that look at the movement of people 

within a community and across different areas.  

Social media are used to capture the manifestation of a virus and the habits of people that 

can lead to exposure. The current outbreak of coronavi rus has been monitored and its 

growth predicted in various cent ers like the  Network Science Institute at  Northeastern 

University in Boston  through  big  data  analytics  applied  at  social  networks . 

Figure 1 The origin and spread of smallpox, leprosy and malaria around the globe. Macro-representation. Image 
credit: Doug Belshaw blog 

https://digitalreality.ieee.org/
https://www.nytimes.com/2020/03/13/science/coronavirus-social-networks-data.html
http://2.bp.blogspot.com/_V1hky3QMM4k/Sx0vXP-qsHI/AAAAAAAAB8E/R3CjorX_MxA/s1600-h/LaphamMap081609.png
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Social networks can indeed be used as sensor s but their sensitivity and in particular their 

resolution is not optimal. This is where personal digital twins (PDT) may play a role. A PDT 

is a representation of various aspects of a person that might include the movement of the 

person, the interactions that person has in physical space with other people,  and her  

health status (like presence of fever  or  coughing). These data can be accrued by the PDT 

using a few sensors already available :  position and movement can easily be monitored by 

extracting data from  her smartphone  and  health status can be monitored through 

wearable sensors , such as smartwatches m easuring body temperature, heart rate, and 

other health markers.   

There are not PDTs currently available. There are a number of companies that are starting 

to propose the creation of PDTs and specifically to use them in the healthcare domain, 

like  General  Electric , Siemens,  and  Philips , however there is no  real adoption of digital twin 

technology to mirror individual persons.  

 

Figure 2 A smartphone is brimming with sensor,s and their number keeps growing. The data generated by these sensors can 
be used ǘƻ ƛŘŜƴǘƛŦȅ ŀƴŘ ŀƴŀƭȅȊŜ ǘƘŜ ǇŜǊǎƻƴΩǎ ŀŎǘƛǾƛǘȅ ŀƴŘ ƘŜŀƭǘƘ ǎǘŀǘǳǎ with a growing sensitivity and precision. These data 

become useful in the monitoring of epidemics and in enacting control protocols. Image credit: B. Cheung  

Evolution of Medical Cyber-Physical Systems and Introduction to PDTs in Epidemic 
Control  
By Louis Nis iotis  

 

Medical Cyber -Physical Systems (MCPS) are critical and distributed multilinked 

intelligent systems used in medicine, connecting physical and digital environments 

through connected devices, focusing  on the Digital Twin as the representation and 

digi talization  of a physical device (Jimenez et al, 2020).  The PDT approach presented 

here goes beyond, and suggests the digitization  of a physical person to enable 

anonymous and secure sensing, collection and analysis of data to inform strategic 

decisions that can disrupt the current ways the healthcare system works and manages 

pandemic situations. This approach has opportunities for p roviding accurate and 

consistent gathering and communication of data that can help mining actionable insights 

to enable decision making and help to emerge disruptive Cyber -Physical Systems. 

However, when technology is utilized  in ways that require sensitiv e and private data to 

https://uscan.gehealthcarepartners.com/service-thought/digital-twin
https://www.reuters.com/article/us-healthcare-medical-technology-ai-insi/medtech-firms-gets-personal-with-digital-twins-idUSKCN1LG0S0
https://medium.com/@bcheung.888/human-activity-recognition-using-smartphones-20f5758976ff
https://link.springer.com/chapter/10.1007/978-3-030-18732-3_6
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be shared and managed, there are significant privacy concerns that needs to be taken 

under deep consideration.  

 

As a result of the COVID -19 outbreak, there is a significant increase in exploiting digital 

technologies to help in the b attle of containing the virus. For instance, the European 

Commission issued an urgent call  for technologies and innovation solutions that could 

hel p against the virus outbreak. The use of smart phones is one of the many 

technologies that have been utilized , offering opportunities that can contribute to  the 

attempt to combat this pandemic crisis. Some countries have either already 

implemented or are considering measures  using smart phone related technologies to 

fight COVID -19. Other examp les include the efforts from researchers from Oxford 

University  who are demonstrating feasibility evidence  to European governments to 

explore the potential  of  developing smart phone apps for contact tracing, a recent 

development of a novel AI -enabled Framework to diagnose the virus using  

smartphones , and a few other scientific studies  indicating the use of digital tracing to 

support containing the spread. Recent news revealed that a UK mobile operator is in 

talks with the British government  in regards to using location and usage data to monitor 

the virus and determine if the government measures against the virus work, and in 

general, there is a widespread interest in the smart phone industry  to explore the 

development of data sharing systems to su pport the efforts against COVID -19. Even 

Google and Facebook are now in talks with the USA government in regards to sharing 

anonymized  location data , in an attempt to combat the spread of the virus.  

 

However, for the successful implementation of any technological solution that collects, 

and processes personal data in an attempt to help against the virus, it is important to 

consider privacy .  In any form of a digital group, the data protection, transparency, 

openness and honesty  is key, and needs to be taken under deep consideration when 

emerging and utilizing  such systems. It is also important to consider how willing people 

are to share their personal data and trust the ótrustedô source who will be managing and 

analyzing  their personal data. Several mechanisms exist to support encryption and data 

protection. For instance the use of Blockchain methods for secure stora ge of data , 

encryption, sharing, and to enable  the user/patient to manage their own health data  

may be an example to be considered.  

 

According to the Chair of the European Data Protection Board (EDPB)  ñdata protection 

rules (such as GDPR) do not hinder measures taken in the fight against the coronavirus 

pandemic. However, I would like to underline that, even in these exceptional times, the 

data controller must ensure the protection of the personal data of the data subjects ò. A 

recent statement  from the UK Information Commissionerôs Office (ICO), indicates that 

ñdata protection and electronic communication laws do not stop Government, the NHS 

or any other health professionals from sending p ublic health messages to people, either 

by phone, text or email as these messages are not direct marketing. Nor does it stop 

them using the latest technology to facilitate safe and speedy consultations and 

diagnoses. Public bodies may require additional co llection and sharing of personal data 

to protect against serious threats to public health. ò The Director for Regulatory 

Assurance at the ICO points out som e basic data protection suggestions  on how to apply 

the law during the current outbreak of the virus, suggesting to keep clear how data is 

used, keep sharing, keep it lawful, keep it secure, keep it to a minimum, and also keep 

record of what has been done.   

 

The European Commission identified the valuable role digital technologies can play in 

the current pandemic situation, and produced a series of key recommendations and 

measures  (Toolbox) to develop a common approach for the use of mobile technology 

and mobile data to exit the Covid -19 crisis, considering security and the respect of EU 

fundamental rights such as data protection and privacy.  

 

Considering the official data protection guidance , the EU Toolbox recommendations , laws 

and regulations, and other the relevant ethical consi derations, the development of PDTs 

https://ec.europa.eu/info/news/startups-and-smes-innovative-solutions-welcome-2020-mar-13_en
https://ec.europa.eu/info/news/startups-and-smes-innovative-solutions-welcome-2020-mar-13_en
https://www.businessinsider.com/countries-tracking-citizens-phones-coronavirus-2020-3?r=US&IR=T#the-uk-isnt-tracking-yet-but-is-considering-it-11
https://www.businessinsider.com/countries-tracking-citizens-phones-coronavirus-2020-3?r=US&IR=T#the-uk-isnt-tracking-yet-but-is-considering-it-11
https://www.medsci.ox.ac.uk/news/infectious-disease-experts-provide-evidence-for-a-coronavirus-mobile-app-for-instant-contact-tracing
https://www.medsci.ox.ac.uk/news/infectious-disease-experts-provide-evidence-for-a-coronavirus-mobile-app-for-instant-contact-tracing
https://arxiv.org/abs/2003.07434
https://arxiv.org/abs/2003.07434
https://github.com/BDI-pathogens/covid-19_instant_tracing
https://www.theguardian.com/world/2020/mar/19/plan-phone-location-data-assist-uk-coronavirus-effort
https://www.theguardian.com/world/2020/mar/19/plan-phone-location-data-assist-uk-coronavirus-effort
https://www.theguardian.com/world/2020/mar/25/mobile-phone-industry-explores-worldwide-tracking-of-users-coronavirus
https://www.washingtonpost.com/technology/2020/03/17/white-house-location-data-coronavirus/
https://www.washingtonpost.com/technology/2020/03/17/white-house-location-data-coronavirus/
https://www.sciencemag.org/news/2020/03/cellphone-tracking-could-help-stem-spread-coronavirus-privacy-price
https://ico.org.uk/about-the-ico/news-and-events/blog-community-groups-and-covid-19/
https://ico.org.uk/about-the-ico/news-and-events/blog-community-groups-and-covid-19/
https://www.investopedia.com/terms/b/blockchain.asp
https://link.springer.com/article/10.1007/s10916-016-0574-6
https://edpb.europa.eu/news/news/2020/statement-edpb-chair-processing-personal-data-context-covid-19-outbreak_en
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/03/data-protection-and-coronavirus/
https://ico.org.uk/about-the-ico/news-and-events/blog-community-groups-and-covid-19/
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_626
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_626
https://edps.europa.eu/data-protection_en
https://ec.europa.eu/info/files/recommendation-apps-contact-tracing_en
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Personal Digital Twin Architecture for Epidemic Control  
 
Letôs suppose that the evolution of personalized  healthcare in this decade will result in the 

adoption of PDTs. By the end of this decade one could imagine that every person will be 

flanked by a digital twin, able to raise a red flag in case of need. This red flag can be 

customized  by the person, or more likely by that personôs physician, to generate 

information w hen a certain situation emerges, or when there is a risk for the emergence of 

a certain situation. For  an example, all personal digital twins can be designed  with  

instructions to raise a red flag when a mix of data creates a specific pattern, like 

tempera ture at rest rising over 37.5 C and occurrence of rapid breathing ðthis is a sign of 

a possible COVID -19 infection.  

Healthcare institutions at the government level can receive these red flags and in turn can 

analyze  a variety of connected data ( such as  the occurrence of these red flags in a specific 

area, the movement of people in the previous months to correlate with the emergence of 

other red flags). Notice that in this scenario government and healthcare institutions may 

impose some kind of data analytics and red flag generation on all PDTs in order  to harvest 

data.  This would create an awareness of an incipient epidemic and make an accurate 

forecast of possible contagion based on the movement of people with red flags. It would 

provide a most timely and most accurate picture of the situation, worldwide.  

can provide opportunities that can contribute into the ongoing effort of monitoring and 

containing the virus. Using the data provided by the PDT, the science of outbreak 

analytics , an emerging data analysis science focusing  on the collecting, analysis , 

modelling and reporting of outbreak data, among other data analysis techniques, can be 

implemented and help to inform real time and evidence based response decisions.  

 

¶ The PDT approach can enable the evaluation of a personôs condition through its 

Digital Twin by, for instance, by an AI agent that assesses the information 

provided by the user or thought wearable devices to the system, and flag 

infected Digital Twins.  

¶ Using data  provided by infected PDTs in anonymous ways to identify red zones 

and generate maps of infected areas. Further data analysis can enable identifying 

patterns of spreading and containing the disease, raise issues, and provide 

important insights to hospitals  to allow better preparation for bed and equipment 

shortages, staff scheduling, and to manage patient flow.  

¶ The development of social virtual spaces where Personal Digital Twins with 

infected status can connect to seek advice.  

¶ Governments and healthcare organizations  can disseminate announcements, 

general advice, dietary plans, and other information specific to infected PDTs 

directly on their digital device.  

¶ Perform data analysis that can support decision making and further contribute 

into predictive forec asting to inform strategic decisions.  

Again, the key for a successful implementation of such  framework is to preserve privacy, 

ensure anonymity, transparency of data process and ethical commitment by everyone.  

The requirements for an approach like this to  work are:  

 

¶ Social awareness of the significance of the situation, and a conscious decision 

from people that their data will be shared, monitored, analyzed  and evaluated in 

the attempt to contain the virus;  

¶ Technology infrastructure is secure and efficient ;  

¶ Trusted parties commit to ethical usage, processing, and evaluation of data, 

must ensure the protection of the personal data , obey to the rules, and keep to 

these promises.  

https://royalsocietypublishing.org/doi/full/10.1098/rstb.2018.0276
https://royalsocietypublishing.org/doi/full/10.1098/rstb.2018.0276
https://edpb.europa.eu/sites/edpb/files/files/news/edpb_statement_2020_processingpersonaldataandcovid-19_en.pdf
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This is a great benefit to epidemic control , however it is also raising big issues in terms of 

privacy and government/institution control. PDTs may take the Orwell 1984 vision a step 

closer as they  would take all of our society into an uncharted territory.  

This scenario is still a few years away, h owever  Digital  Twins  are  already  considered  in the 

simulation of some epidemics  to support the creation of flu vaccines.  

 

Although full - fledged  epidemic control based on PDTs is still several years away, the  South 

Korean government is using a similar approach. The Korean Center for Disease 

Control,  KCDC, has  organized  an  impressive  collection  of  data  from smartphone location s 

(tracked by local telecoms )  and  from  public security cameras .  This data is then used to 

create  a contagion map focused  on peopleôs interactions at a micro level. Quick tests have 

been organized  (taking samples from people in their own cars and processing them 

quickly) , and based on the resul ts,  an updated  contagion  map led to the isolation of 

specific people rather than the generic lockdown of territories as it was done in China , 

Italy, Spain, Austria , and many more countries.  

 

 
Figure 3 Schematic representation for using Personal Digital Twins (PDT) in epidemics control. The authority set the scene by 

requiring the PDT to monitor certain data patterns generated by its physical twin (PhT). Once a pattern is detected a red flag is 
generated and processed by the healthcare institution through global analytics taking into account several data streams. This 
might result in prescriptive actions, such as imposing testing or quarantine, and it contributes to increase the PDT/PhT local 

awareness. Nearby PDTs may interact based on this local awareness to ensure warning and appropriate behavior. 

It is not just a different approach ;  it is one that has managed to get better results in 

healthcare terms (lower contagion rate and lower fatalities) and in economic terms (lower 

impact on business and lower expenditure in resources). The key to  success was twofold :  

operating at a micro scale and taking immediate action. On the contrary , operating at 

macro scale becomes justifiable only when the epidemic is widespread.  The Digital 

Transformation makes possible microscale operation in a most efficient way ;  the PDTs 

would be a natural way to implement this control.  

To clarify the similariti es and differences between the South Korean approach and a PDT 

approach , the two processes are outlined, noting that the aim is the same, to control the 

epidemic spread:  

https://www.eng.it/en/case-studies/digital-twin-simulare-prevenire
https://www.cdc.go.kr/cdc_eng/
https://asiatimes.com/2020/03/why-are-koreas-covid-19-death-rates-so-low/
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South  Korea  

1.  A person shows symptoms that may point to a coronavirus infection. The person is 

tested and if positive starts the quarantine ;  

2.  The personôs contacts are discovered using technology: checking the smartphone 

movements, looking at presence of the person on security cameras feeds ;   

3.  Data analytics are applied to the data on possib le personôs contacts to  identify the 

probability of exposure of other persons and probability of contagion. These persons 

are tracked and tested. If positive they are put in quarantine and the sequence is 

repeated to find other possible exposures.  

 

Persona l  Digital  Twins  

1.  All PDTs are informed ( prescriptive  analytics ) by the health institution of the need to 

report specific conditions, like presence of fever above 37.5  C, increased heart rate, 

and shortness of breath at rest as possible indicators of infection ;  

2.  The health institution acquires the data by all PDTs and activates  global  

analytics  taking into account the location and the emergence of patterns. Based on 

this it signals to those PDTs presenting a suspicious pattern or with high probability 

of having suffered an exposure to request their physical twin (the person) to 

undergo a test ;  

3.  The test result becomes both the trigger for action (quarantine) and a situational 

update that may lead to an updated reporting request and analytics to all PDTs 

affected;  

4.  I n case of positivity the PDT is asked to report the history of contacts and 

movements of its physical twin ;  

5.  Each PDT acquires an environmental awareness, dynamically updated both from the 

healthcare institution and through continuous communications to PDTs of nearby 

physical twins. This can result in warning signs like ñDO NOT APPROACH/GET CLOSEò 

that can be generated i n case of potential risk.  

 

The advantage s of the PDT approach are :  

¶ Self generation of red flags, alerting  the person of a possible critical situation;  

¶ Extensive  community and nationwide  analytics with the possibility of detecting weak 

links , thus anticipating any significant spread;  

¶ Lower cost ;  

¶ Increased  focus , leading to less restrictions where there is very low risk and 

enforcement of stronger restrictions where risk is higher;  

¶ Dynamic , just - in - time reaction s to emerging situations;  

¶ I ncreas ed per sonal awareness thus stimulating appropriate behavior .  

It should also be noted that a PDT might be hijacked by the healthcare 

institution/government transforming it into a police enforcement agent. Any deviation of 

behavior  by the physical twin from one  instructed to the PDT  can be immediately reported 

to the authority. This is clearly in the Orwell path and may raise more than one brow.  

Smartphones  have  been  used  in China to trace movements , and an app was deployed in 

Wuhan to let people know if a person at high risk of being infected was getting close (in 

this case the smartphones in the vicinity started to ring).  There are a number of initiatives, 

and more are likely to d evelop under the pressure of this ongoing epidemic, to develop 

apps that can track and create awareness, like  CoEpi . The challenge is to balance societal 

benefits/needs with personal privacy  and  to be a ble to create an awareness that does not 

result in fear. All in all ,  it is a matter of creating trust.  

 

As the epidemics in Italy  and other countries  continue to grow at an alarming rate , 

measures have been taken to limit the mobility of people, thus decreasing the chance of 

contact and spread. Yet, it seems that a few Italians keep moving around. How many?  

 

Authorities  in Milan requested the telecom operators to provide information on the mobility 

https://www.wired.com/story/phones-track-spread-covid19-good-idea/
https://www.coepi.org/webapp-poc.html
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of cellphones (in an anonymous way) , and it turned out  that 40% of Milan cellphones  

moved around in a radius exceeding 300m. That i s quite bigger than the average home 

where people have been requested to stay . On the bright side , 60% of people in Milan 

complied with the government order, but the problem is that 40% is way too large of a 

percentage to effectively contain the spread of the virus.  

 

Notice the adjective ñanonymousò. European regulations (known as General Data 

Protection Regulation or GDPR) forbid the use of smartphone data to track people 

movement , unless there is an  explicit consent. This was not an issue in China that actually 

leveraged smartphone software to impose and monitor movement restriction s on  people 

(with a yellow/red code that was restricting/forbidding movement).  

 

Figure 4 shows the timeline of contagion versus the awareness of contagion in the Hubei 

region  of China. The availability of PDTs could have anticipated the detection of an 

incipient epidemic making containment actions much more effective.   
 

 
Figure 4 This graphic shows the timeline of contagion versus the awareness of contagion in the Hubei region of China. The 
availability of PDTs could have anticipated the detection of an incipient epidemic making containment actions much more 
effective. Image credit: Tomas Pueyo 

PDTs are a must if we are serious in detecting and containing an epidemic because they 

offer the possibility of effective micro management, taking actions well before an epidemic 

can be detected by the authority using normal channels (i.e. by analyzing  the gro wing 

number of cases reported through hospitals where people seek help). Evidence to this is 

provided in a n analys is of the awareness growth in China.  

 

The grey bars are based on interviews of sick patients, as reported to a hospital, on when 

their symptoms started. The orange bars show the growth of confirmed cases. The ñdelayò 

between the insurgence of symptoms and the awareness of contagion by the authori ty is 

obvious. The availability of a PDT, triggered by the healthcare institution to look for 

specific symptoms would have resulted in a much quicker detection of cases. More than 

that, a PDT can have a sensitivity that is far greater than the one of its p hysical twin. What 

can be disregarded initially by a person as an incipient cold or a mild flu can be identified 

by a PDT as a potential contagion, with the resulting raising of a red flag , demonstrating  

the importance of PDT in early awareness of a develo ping situation.  

https://www.corriere.it/cronache/20_marzo_17/coronavirus-cosi-lombardia-controlla-movimenti-via-cellulare-75c3d226-6897-11ea-9725-c592292e4a85.shtml?refresh_ce-cp
https://www.reuters.com/article/us-health-coronavirus-privacy-explainer/eu-privacy-rules-no-obstacle-to-coronavirus-fight-smartphone-tracking-a-no-no-idUSKBN20X1MP
https://www.reuters.com/article/us-health-coronavirus-privacy-explainer/eu-privacy-rules-no-obstacle-to-coronavirus-fight-smartphone-tracking-a-no-no-idUSKBN20X1MP
https://medium.com/@tomaspueyo/coronavirus-act-today-or-people-will-die-f4d3d9cd99ca
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Privacy in the Presence of an Epidemic  

 

The value of a PDT in early detection is not just for the specific COVID -19 case, rather it 

can be applied to many diseases and can be a very useful service to the person. This 

latitude of application can also provide the business incentive for their deployment.  

 

The privacy aspect surface s when the red flag is not directed to the physical twin, rather to 

the healthcare institution or ( possibl y more critical) to a third party (government, 

em ployer, insurance company). It is also a privacy issue when the red flag is 

communicated to other PDTs in the surrounding area so that they can inform their physical 

twin to take protective actions. In the Middle Ages, leprosy sufferers where required to 

r ing a bell as they walked around to let other people know of their condition. The 

communication among PDTs of a potential health risk would be a modern way of warning 

and is likely to be rejected by many . This may well have a finger -pointing effect that ca n 

lead to harassment, bullying and further isolation of the infected person.  

 

Several countries have legislation that requires  a person suffering from a contagious 

disease to ensure other people are not put at harm but that is different than  the obligation 

of declaring oneôs situation publicly. Also, there is quite a big latitude between black and 

white  and many questions need to be considered . Where is the point when one has to 

inform another person or take evasive actions? If you have a col d should you behave in 

such a way to avoid spreading it around or  otherwise you may get fined ?  Who is 

instructing the PDT on what to disclose, and then what is the entity receiving the data 

entitled to do? The general approach in Europe has been quite pro tective of personal data 

but there are now discussion s, prompted by the current situation, that exceptions may be 

acceptable for the greater society good. A  statement  has  been  issued  from  the EDPD Chair 

on this very issue.  

 

Privacy  is an issue today. Even without a PDT there are ways to get personal data. Can the 

Municipality of Milan request the identity of the people moving around and follow up on 

them ( possibly with fine s and jail  time )? 

 

PDT Architecture 1: Personal Responsibility with No Sharing of Personal Data 
 

One idea is  to have the physical twin (the person) control  the data and the decision on 

what to do with it and allow  the healthcare institution only the permission to direct the PDT 

analys is in such a way to detect early signs, inform the person and provide  the person the 

responsibility to act on them. It would then be a responsibility of the person to act 

accordin g to the request of the institutions, failing that would be a crime.  This  could 

actually be a n early detection  service provided (and charged) to the person.  

https://edpb.europa.eu/news/news/2020/statement-edpb-chair-processing-personal-data-context-covid-19-outbreak_en
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Figure 5 A schematic on medical cyber-physical systems showing the users, physicians and patients on the left, and the data 
set generated and shared on the right. A personal digital twin will provide an interface between the patient and the medical 
cyber-physical system (MCPS) or might be considered an integral part of the MCPS. Image credit: Han Qiu 

There is a growt h of Medical Cyber -Physical Systems (MCPS), basically resulting from the 

interconnection of several devices and systems in the medical landscape  (see the section 

ñEvolution of Medical Cyber-Physical Systems and Introduction to PDTs in Epidemic Controlò). 

As these devices and systems become smarter, able to acquire, process and make sense 

of data (through artificial intelligence) , they are playing a bigger role in healthc are decision 

making process. Part of these devices, by the way they deal with data, can be considered 

as being composed by a hard and a soft part, atoms and bits, and the soft part can be 

seen as a digital twin ( perhaps in its infancy). The creation of a PDT would integrate well  in 

this scheme, with the PDT acting as an interface between the person and the MCPS. An 

alternative way of seeing this would be to consider the PDT as an integral part of the 

MCPS. Whilst a first stage of PDT (simple mirroring of th e personôs health data) would 

better fit the interface role, more advanced stages ( stage  3 and  even  more  stage  4 where  

the  interaction  and  convergence  between  the  physical  person  and  PDT is increased ) would 

become part of the MCPS. In other words, the PDT may be one of the several components 

of a MCPS.  

 

PDT Architecture 2: Macro Data Sharing Between PDT and Organizations  
 
There are  potential issues in the integration of PDT s at the societal level. While  the first 

ñarchitectureò provides for a clear separation between a PDT and the rest of the world (the 

personal space is fully preserved and it may be up to the PDT/rules of the game what to 

disclose) , the second architecture no longer separates the PDT from the overall systems. 

On the contrary, the system is defined as the collection of all PDTs integrated with the 

healthcare system. The advantage of this architecture is the possibili ty to have each PDT 

contributing to  the whole system ;  as a matter of fact the system status is the tuple 

including all PDT status among other things (like available healthcare resources). This 

would immediately allow detection of epidemic patterns as well as steer the counteraction 

in ways that balance resources with needs.  

Independently of the architecture chosen, there are  several advantages of creating PDT s 

and having them interacting with the healthcare system, such as:  

¶ Effortless (or at least low cost)  monitoring of people through their digital twins ;  

https://www.researchgate.net/publication/332494278_Privacy-preserving_Health_Data_Sharing_for_Medical_Cyber-Physical_Systems/figures?lo=1
https://medium.com/@lior.kitain/the-new-age-of-manufacturing-digital-twin-technology-iiot-494acee5572a
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¶ Real time  or almost real time feedback on actions taken on the physical persons 

through data collected and shared via their PDT ;  

¶ Red labelling  or flagging those PDT that may be critical (either infected or  getting too 

close to infected people) for specific monitoring ;  

¶ Development of services targeting infected people through their PDTs creating 

specific virtual communities ;  

¶ Providing direct access to support services, thus creating a triage in cyberspace ;  

¶ Supporting a more efficient use of resources based on the effective need dynamically 

monitored and balanced against competing needs and resources availability ;  

By having the PDTs part of the overall MCPS landscape (second architecture) it becomes 

possible t o get the overall pulse of the healthcare system, segmented if needed in areas, 

and predict the possible evolution taking appropriate actions.  

Actions in the healthcare industry  are constrained by several factors,  such as  resource 

availability, cost, ethic al and societal consideration . Visibility to the  broad picture does not 

necessarily solve all issues but can provide a factual field for making  informed decisions 

and, most important, to evaluate the result of those decisions and learn along  the way.  

 

 
Figure 6 A very simple diagram to show the opposing interests of the personal sphere versus the societal one. On one side 
is privacy, on the other a full sharing of data and information. The perceived value differs over time and depends on the 

context (cultural and situational). Regulators impose a separation between personal and societal spheres that vary under 
different jurisdictions and geographical areas, as well as in response to societal challenges, as is the case with the current 

epidemics. It is essential to keep this enforced division within the range of value perceived by both society and people. 
Hence the importance of the lever of social communications to expand or modify the value perception. The PDT can act as 

the gateway between the personal and societal sphere.  

During the coronavirus outbreak, there was  ongoing discussion in  Italian newspapers on 

the extent to which it is reasonable to protect privacy rather than monitoring people ôs 

movement to identify risk s of conta gion. Originally  there was, at least in  newspapers and 

in  their reporting, a firm standing that ñwe are not like China or South Korea, we cannot, 

and we do not want to impose military force nor track single individual movements ,ò 

however, the feeling has changed under the pressure of an epidemic that seems more and 

more difficult to contain with just friendly advices like ñplease stay homeò. 

Other countries that were not in favor  of locking down people and business are changing 

their policies. A macro appr oach  was taken in the Western world  to control the epidemics, 

however, South Korea took a micro approach, looking at individual people  . So far it seems 

that the South Korean approach works better both in terms of containing the spread and in 

safeguarding business.  

The trade -off is privacy and civil rights. However, our society is all about trade -offs 

between the personal rights and community rights, personal benefit/advantage and 

societal/community benefit/advantage. The big issue, on which there is not, a nd there 
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cannot be, universal agreement is on where to draw the line between the personal and the 

societal space.  

This is a matter of culture, and, of course, of political choice. It is, however, also a matter 

of situation, as it is becoming more and more clear in the present epidemic. Privacy and 

security are laying on the opposite vertex of a segment. The more we feel secure the less 

we are willing to give up our privacy ;  the more unsafe we feel , the more we are willing to 

compromise our privacy. Having s ecurity cameras looking at you might be annoying if you 

feel safe in a certain area. On the other hand, having security cameras in a place you 

perceive as dangerous will boost your confidence.  

Technologies can impact these ideas significantly:  

1.  To start with, technology makes it easier to monitor individual  people with an 

accuracy unheard of just in the last century. Our smartphone can provide plenty of 

data to pinpoint where we are and what we do. Through data analytics it is possible 

to extract  meaning from different streams of data, correlating them. There is no 

need to deploy additional sensors. Smartphones are enough. Of course there are 

now so many security cameras around (there are an estimated  500,000  security  

cameras  in  London , in  particular  408 CCTV in Kingôs Cross St. Pancras monitoring 82 

million people a year), whose feeds can be used, thanks to image recognition 

software, to provide further data on pe ople, not just about where you are and where 

you go, also what you ñfeelò. Face recognition is now able to detect moods . Add in  

credit card transactions, data generated from car s, information from  social networks , 

and so on.  Through data analytics  and cor relation, it becomes possible to create a 

map of close encounters, hence to pinpoint possible chains of contagion.  

2.  Technology can help to enforce  policies, both in a soft way, by increasing awareness, 

and in a hard way by letting the authority identify and persecute those not 

complying with the rules. Notice that if people become  aware that any single 

violation to a rule can be detected and persecut ed the behavior  will change. No one 

is willing to get fined or worse. In turns, this forced compliance generates a culture 

of compliance over time.  

3.  Technology can help in positioning the dividing line between privacy and societal 

interest in such a way that privacy can be protected, while up to a certain extent still 

meeting societal interest. This is where  PDTs can and should play a role.  

 
PDT Architecture 3: Macro and Micro Data Sharing Depending on Severity of Crisis  
 

Two  alternative architectures  were previously discussed , one where data and 

interpretation of data are encapsulated in the PDT and another where the PDT is a 

transparent gateway conveying personal data to a ñcentralized ò cloud where data analytics 

takes place.  The following will explore in more detail how PDTs might be used for a flexible 

balance between privacy preservation and societal needs.  

 

https://www.caughtoncamera.net/news/how-many-cctv-cameras-in-london/
https://www.caughtoncamera.net/news/how-many-cctv-cameras-in-london/
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Figure 7 A PDT can act as a decoupler between the private and the societal spheres. Private data can be kept private, only 

releasing a set of metadata to the societal sphere. This creates a buffer area that can be dynamically defined and bounded by 
the regulator.  

Earlier it was pointed out that there exists a  fuzzy separation between the personal and 

the societal spheres, where personal privacy meets s ocietyôs ñneed to knowò and the fact 

that a PDT might serve as the gateway to the flow of information. The ñfuzzynessò relates 

to the different perception of trade -offs but a regulatory body can determine a very precise 

boundary between the two . GDPR is an  example of a legislator decision on where the 

societal/business sphere shall stop to preserve citizens/personal privacy. Yet, as pointed 

out in previous ly , exceptional situations cast a doubt on this boundary, claiming that 

broader disclosure would create  a societal benefit that exceeds the value of private 

benefit.  

The value of a PDT could be the possibility to create a privacy shield that whil e preserving 

privacy can disclose, at the same time, personal data in terms of information meeting 

societal needs . More than that, a PDT can become a tool for dynamically setting and 

modifying the boundary at a ñpersonalò level. GDPR applies to all data of all people, and by 

using PDTs one could create a framework that applies, as it should, to all people but whose 

implementation is person and context specific.  

As shown in Figure 7, the PDT is expanding the boundary between the personal and the 

societal spheres creating a sort of ne utral space. Moreover, the ñlatitudeò of this neutral 

space can be negotiated by the owner of the data (the physical twin) and the regulatory 

body (on behalf of societal needs). In other words, the two vertical black lines are no 

longer the ones imposed by  the regulator (upper vertical black lines) but move apart to 

create a no -man land that is only subject to PDT algorithmic interpretation. Notice that in 

a way the personal sphere is reduced (left vertical line moves to restrict the personal 

privacy) and t he societal sphere, the visibility/sharing of personal data with third parties 

(society, healthcare institutions, government) is also restricted. However, at the same 

time, metadata are generated and released by  the PDT, meeting the needs of those third 

parties (more on this later).  

Beginning with  a normal situation where everything is fine, and there is no need to impose 

restriction s on peopleôs privacy:  the regulatory body has defined the boundary between 

priva te data, their disclosure and their usage. Part of this regulatory framework can also 

include the fact that each PDT shall detect some basic health parameters , and if some 

thresholds are reached an anonymous metadata shall be shared, such as  ñsomeone in this 

area has a spike of feverò. These metadata are accrued by an authorized  institution, like a 

healthcare national board, and analytics are performed taking into account several 

contextual data. This may lead, as an example , to the detection of an emerging  flu and 

might result in some general warning to the population, or to a subset, like elderly in a 

specific affected geographical area, to consider vaccination and/or other measures. It may 
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also result in a request to pharmaceutical companies to increase a vailability of the vaccine 

in that region.  

Suppose now, that the analytics indicate an epidemic. Society,  and in particular  the 

healthcare management system, needs to know who might  be affected, their whereabouts, 

and the encounters they have had  and are h aving, in order to calculate the risk of 

contagion and take countermeasures. Anonymous data are no longer sufficient. On the 

other hand, just because there is an epidemic there is no need to track every single 

person, only the ones that might be affected  directly or indirectly . Hence, upon the 

establishment that there is a surge of fever case that can be related to a specific virus 

whose effect on society is more dangerous  than a normal flu virus , the healthcare board 

can suggest the regulatory body to release some privacy constrain ts, such as the identity 

of persons having specific symptoms and of those whom those persons have been in 

contact over the previous 3 days , as an example . 

The regulatory  body will take responsibility and will enforce a new framework on all PDTs 

within its jurisdiction to activate specific intelligence on the data owned (through 

algorithms provided by the healthcare institution, as an example). Based on the outcome 

of thes e algorithms , further data/metadata shall be disclosed to the healthcare institution, 

as well as , possibly, to other parties, like the city ma yor  or the police , to the extent of 

visibility required by each of those parties for carrying out the activities i n their role.  

Notice that the physical twin, the person, will be immediately notified by her PDT of the 

new framework and of the amount of privacy restrictions imposed.  

It is important to understand the flow and repartition of responsibility. The healthcar e 

institution receives anonymized  data so it cannot go back to the PDT generating a specific 

pattern of data. Rather, it must ask the regulatory body to update the global framework to 

which all PDTs have to comply so that those PDTs showing a specific pattern now will start 

reporting in a  different way, possibly releasing some privacy constraints.  

Notice that this decoupling of  

¶ regulation (that is general and applies to all),  

¶ implementation (that is specific and subject to conditions that are personalized , 

localized  and contextualized ),  

¶ and data sharing (that is based on ñneed to knowò principle) 

maintains a high level of privacy where there is no need for personal data and restrict s 

privacy where disclosure is needed but this restriction is limited in latitude and in to whom 

metadata are shared with (need - to -know). Besides, privacy is always subject to legislation 

and not to any third party wish/interest.  

The use of blockchain  can help in tracking the flow of metadata and protect privacy at a 

global level.  

The healthcare institution can de termine what should be done with the awareness 

generated by personal metadata and the related analytics. As an example, it can act to 

request the regulator to involve other PDTs that might have been at risk of contagion so 

that they also implement the new framework and disclose metadata to the healthcare 

organization , or may be on alert, and execute specific intelligence algorithms, to detect 

early signs of contagion. These PDTs may also be required to notify the potential danger to 

their physical twin and request quarantine. A PDT under quarantine operates within a 

different framework and according ly  might be required to report unlawful movements to 

the authority.  
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Figure 8 Metadata accrued from the PDT and data analytics/AI applied to them plus other streams of data can result in 
assessing the probability that a specific person has been infected and is becoming a contagion risk for others. This information 
can be sent to the PDT resulting in a change of state - like suspicious mode - and in the warning to the physical person of the 
Ǌƛǎƪ ǎƛǘǳŀǘƛƻƴΦ bƻǘƛŎŜ ǘƘŀǘ ǘƘƛǎ άǿŀǊƴƛƴƎέ Ŏŀƴ ōŜ ŘŜƭƛǾŜǊŜŘ ŘǳǊƛƴƎ ŀƭƭ ƻŦ ǘƘŜ ǘƛƳŜǎ ǘƘŀǘ a potential risky situation arises, not just 

once. This can be much more effective since the warning can be situatiƻƴ ǊŜƭŀǘŜŘ όŀƴ ŜȄŀƳǇƭŜ ƳƛƎƘǘ ōŜΣ ŘƻƴΩǘ ǘƻǳŎƘΣ ǳǎŜ 
gloves, stay inside). The change of status of the PDT may activate a number of local data analyses invoking AI as a Service (not 

all AI computations may be feasible in a smartphone, for example, but the smartphone hosting the PDT can invoke AI as a 
Service from the network). This, in turn, will result in the generation of more meaningful metadata creating a continuous loop 

where the PDT can receive better information and advice from the healthcare institution.  

A crucial aspect in epidemic control is the capability to involve a whole community and 

obtain compliance to the set of rules defined by the healthcare institutions and imposed by 

the government through a regulatory framework. The best way to achieve compliance is 

through awareness ; i f people understand what is at stake and their role in achieving a 

goal , they will be willing to comply and will also become agents of compliance. It should 

also be noted that different cultures show different levels of co mpliance but in general the 

better awareness the more compliance achieved.  

Clearly, fines and other measures shall be used  as a last straw , and a PDT may be 

required to detect the situation s of non -compliance and report them back to the authority . 

This is clearly a very strong intrusion into privacy and may be objected in several cultural 

domains. This is probably a matter of the assessed danger determined at the g overnment 

level and the acceptance by cultures that are not used to central control c an be a function 

of the perceived danger by the population.  

In Italy, as pointed out previously, there is a shift towards acceptance of restraining 

measures that affect individual privacy for societal benefit. As discussed previously, the 

adoption of PDTs could restrict these privacy limitations  to those people that are at risk of 

spreading contagion and only for the time they represent a risk. This will be more 

acceptable, in general, since it is both restricted in application and in time. Furthermore, 

the  release of non -compliance data will happen through a personal device not through an 

external ïBig Brother -  system.  

The control approach deployed in several countri es has leveraged smartphones . One 

example during the COVID -19 epidemic is  an imposition in China to people living in the 

most affected area, Wuhan, to have an app that is connected to a system issuing 

permission  to move about  and tracking any movement . Another example of smartphone 

used in South Korea is the global monitoring of movements of cell phones through the 

cellular network, red flagging those belonging to a confirmed Covid -19 and tracing back 

other cell  phones that got into vicinity, thus falling into a high contagion risk. The owners 
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of those cell  phones were notified and required to take a test. Both mechanisms proved, as 

far as we know so far, quite effective in containing the spread of the virus, once deployed.  

During this time, the  Italian Ministry of Innovation opened  a call for proposal for:  

¶ technologies and solutions for continuous tracing, alerting and immediate control of 

the level of exposure risk at personal level and  

¶ evolution of the epidemic on the national territory with high sensitivity on specific 

location  

Among the several requirements posed on the solicited proposal is the efficacy and 

friendliness in the identification procedure, authentication and care in the management of 

data ensuring personal awareness and compliance with personal data management.  

Here one can see the attempt to kill two birds  with one  stone, getting data and preserving 

privacy . Clearly a compromise will be needed and the specific request to ensure awareness 

of data disclosure is a way to mitigate the loss of privacy.  

Within the first 48 hours over 2,500 proposals 1 were submitte d proving that technology is 

not really a stumbling block. Technology can currently  trace and analyze  data.  I taly is not 

alone in looking at technology for tracing people ôs movement and assessing potential 

contagion risk.  

There are a flurry of apps ai ming at monitoring in real time, analyzing  symptoms, 

providing guidance . On March 25 th  2020, there were 20+ apps available on iPhone for 

these functions, when one month prior, there were none. It should also worth noting  

PDT and AI-as-a-Service  
 
A major issue in containing the epidemics is the identification of silent infections and 

super - spreader s. This is an area where PDT and AI as a Service can play a significant role. 

Many, if not most, of COVID -19 infected people perceive no tell - tale symptoms (like  

dyspnea) or very few  symptoms easily ascribed to other mild conditions like a passing 

cold. These are carrier s of a silent infection that can nevertheless spread the contagion. 

Other people are potential super -spreader s if they become infected because of the vast 

web of interaction they have as part of their working and/or social life.  In both cases, it is 

essential to identify these potential moving bombs and make them aware of their possible 

infectivity. A PDT can detect subtle signs pointing to an infe ction and can, with the help of 

external data analytics, evaluate the risk level raising a red flag.  

PDTs can help in the negotiation of the boundary between the personal sphere and the 

societal sphere creating an intermediate space where the overlapping of the two can be on 

the one hand regulated by an authority (under the advice of a healthcare institution) and 

on the other hand provide awareness on what is being disclosed and the benefit of 

disclosure in terms of feedback (like ñyou are likely at high risk of being infected/or 

infecting others). This assumed shared benefit derives from data correlation. The one s 

present in the PDT, detected by communication with the physical person (through sensors, 

mostly), are not sufficient, in general to derive a pre cise meaning . This is why the 

possibility to correlate with data coming from other PDTs, from the environment and the 

application of AI as a Service is so valuable at the personal level.  

                                                      
1 As of April 8th, 371 proposals have reached the final examination stage, being evaluated under technical and 
societal parameters. Unfortunately, the intention of the Italian Government seems to make the adoption of the 
ŀǇǇ άƻǇǘƛƻƴŀƭέΣ ƛΦŜΦ, each person will be free to download and enable it or not. This is likely to significantly limit 
its value since it is likely that it will only be used by those people that are already law abiding citizens.  
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However, the big issue is the credibility of such correlation. As sho wn in Figure 9 there are 

plenty of similarities  or  patterns that can be found in our life that have no interdependency 

whatsoever. The one shown in the graphic is clear to the point of being ñlaughableò: 

clearly the trend on marriages in Kentucky cannot be related to the trend in people 

dropping out of a fishing boat and being killed. The two lines just happen to have a similar 

shape in the considered time window. There is no way to predict knowing the evolution of 

one what will be the evolution of the other.  

 

Figure 9 The two lines in the graphic represent (red) the number of people killed after falling out of a fishing boat and (black) 
the number of marriages (per thousand people) in Kentucky. The two lines seem to have similar shape, however, it would 

obviously be wrong to correlate the two. Several other examples of spurious correlation are presented in the book Spurious 
Correlations. 

This same issue is faced today when scientists are trying to correlat e epidemic patterns to 

possible causes. It is a fact that elderly people are experiencing more problems when 

infected. The question is why is that so? A first correlation is with the fact that as you get 

older you are more likely to have other pathologies,  like diabetes, respiratory problems, or 

cancer, and indeed there are  a significant number of death s resulting from Multiple Organ 

Dysfunction Syndrome (MODS) . In Italy the approach has been to count these deaths as 

COVID -19 fatalities. In Germany, on the contrary, it is considered that MODS is a general 

condition where COVID - 19 increased the  severity , but the resulting death is not attributed 

to COVID -19. That leads to quite different numbers in the statistics.  

Recently, a study  pointed out that for the virus to penetrate the cells , it  attaches to a 

specific receptor, ACE2, whose number s increase as result of hypertension an tagonist 

drugs . Based on this, t he conclusion should be that elderly people are more affected 

because most elderly people have been taking hypertension drugs for a longer period of 

time making them more susceptible to the virus attack. Others claim this is  not necessarily 

true and anyhow discontinuing hypertension drugs will not decrease the ACE2 receptors in 

the short term but will expose those people to danger of hypertension ;  hence the advice: 

keep swallowing your hypertension pill.  

These are just two examples of possible correlation emerging from data. The question is: 

are these causal correlations or are they just casual relations?  

The adoption of PDT can combine the benefit of a macro view, where correlation takes 

place on multiple streams of data, w ith the local view, focusing  on a specific person ôs data, 

both actual and historic. This can help in discriminating among true cause and effect 

relations hips  and simple coincidence s. Indeed, the value of a PDT is based on the 

https://www.tylervigen.com/spurious-correlations
https://www.tylervigen.com/spurious-correlations
https://www.thelancet.com/journals/lanres/article/PIIS2213-2600(20)30116-8/fulltext

























